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Abstract
The dark web has emerged as a pivotal arena for terrorist operations,
offering anonymity and security through encryption, hidden networks, and
decentralised platforms. This article explores how extremist organisations
exploit these technologies to recruit, radicalise, and finance their
operations, with an emphasis on recent shifts toward privacy-enhancing
cryptocurrencies and gamified propaganda. Drawing from case studies of
Jihadist and far-right groups, it identifies evolving tactics and assesses
counterterrorism challenges including encryption, jurisdiction, and ethical
surveillance. Integrating examples from Pakistan’s cyber policy landscape,
the paper argues for a multi-tiered response combining forensic
technology, harmonised legal frameworks, and localised digital literacy
efforts. Effective countermeasures must emerge from a clear
understanding of how these digital spaces are weaponised, particularly in

regions facing hybrid security threats.
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1. Introduction

Digital communication technology plays a fundamental role in modern-
day terrorism. The most dangerous development, of late, is the rise of the dark
web. This is a segment of the internet not part of the surface web and not
accessible through conventional web browsers. It is an encrypted segment of the
internet in which users are anonymous and safely out of the purview of
eavesdroppers and the law. It was originally designed to facilitate safe and free
expression by dissidents under repressive political regimes and was not part of the
criminal milieu. However, with the emergence of encrypted smartphones, a truly
private web, and the arrival of virtual currencies like Bitcoin, the dark web has
become a breeding ground for criminal activity. Alongside criminals who use the

dark web are of course, terrorists.

This study delves into the structural, psychological, and operational
dynamics that underlie the use of the dark web for terrorist recruitment and
propaganda dissemination. It focuses on how extremist groups make use of
anonymity networks, encrypted forums, and blockchain technologies to not only
radicalize individuals but also maintain resilient ecosystems in the digital realm.
To accomplish this, the research employs case study methodology and looks
closely at jihadist networks like ISIS and Al-Qaeda, as well as far-right

accelerationists.

In Pakistan, concerns over the dark web’s misuse have intensified
alongside the rise of cyber-enabled militancy and cross-border propaganda.
Institutions such as the National Counter Terrorism Authority (NACTA) and the
FIA Cyber Crime Wing have been tasked with addressing these threats. However,

several challenges remain, such as jurisdictional gaps, limited technical capacity,
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and evolving tactics used by extremist networks, which present serious challenges

to national cybersecurity and counter-extremism efforts.

Furthermore, this research scrutinizes the problem areas confronting
counterterrorism organizations. It identifies three significant challenges: the
encryption paradox, which is forcing counterterrorism agencies to reconsider
what they mean by secure encryption; jurisdictional limits, illustrated by how
European and American intelligence agencies are hampered by privacy and data
protection laws; and, finally, the ethical problems raised by the kind of
surveillance we want counterterrorism agencies to undertake. The encryption
paradox refers to the tension between ensuring digital privacy through encryption
and the need for state authorities to access encrypted data for national security

and counterterrorism purposes.

This paper aims to inform security agencies, scholars, and policymakers
about the best ways to anticipate, disrupt, and mitigate extremist exploitation of
encrypted cyberspaces by mapping the digital architecture and strategic

manipulation techniques used on the dark web.

2. Anatomy of the Dark Web

The World Wide Web is usually considered to have three layers: the
surface web, the deep web, and the dark web. The surface web refers to content
that is publicly available and accessible to search engine bots that help index it
(e.g., the kinds of things one can search for via Google). In relative terms, the

surface web is much smaller than the portion of the internet accessible only
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through private gateways, which is known as the deep web.' It is, in size and
scale, somewhat analogous to a person reaching through the surface of water to
grab what lies just beneath. When that same person dives deeper, they can go
much farther, the deep web, similarly extends far beyond the surface in both

scope and accessibility.

The dark web ensures anonymity by routing traffic through multiple
layers of encryption across globally distributed nodes. The predominant
framework is Tor (The Onion Router), which was developed by the U.S. Naval
Research Lab and released in 2002 to protect government communications.” Tor
is an anonymity network that directs user traffic through a series of volunteer-
operated nodes, applying layered encryption to conceal both the origin and
destination of web activity. Websites on Tor use “.onion” domains and require

specialized browsers for access.

Tor networks obscure user identity by transmitting traffic through several
intermediary servers (“nodes”), with each hop encrypted to prevent any single
point from revealing the user’s IP address or physical location. Unlike the surface
web, dark web sites do not utilize standard Domain Name Systems (DNS) and
cannot be accessed via conventional browsers; for instance, hidden services on

the Tor network require the Tor Browser to reach their “.onion” addresses.

Neither the user's internet service provider (ISP) nor the destination web
server can easily determine the user’s identity. On the dark web, there are also
other anonymity networks such as I12P (Invisible Internet Project) and Freenet.

I2P is mainly designed for secure internal communication within its own

! Kristin Finklea, Dark Web CRS Report R44101 (Washington, DC: Congressional Research Service,
2017)

* Eric Jardine, “The Dark Web Dilemma: Tor, Anonymity and Online Policing,” Global Commission
on Internet Governance Paper Series No. 21 (2015)
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ecosystem, while Freenet enables for a decentralised and censorship-resistant file

sharing and publishing process.

For further anonymity, users combine these tools with virtual private
networks (VPNs), which encrypt internet traffic and mask IP addresses. Many
also employ “amnesiac” operating systems that automatically route all network
activity through Tor, providing an additional layer of security especially when

accessing sensitive or geo-restricted content.

The same tools which offer anonymity and free expression on the dark
web also enable wrongdoing, presenting a classic dual-use dilemma. On the one
hand, powerful anonymity networks are used by activists, journalists, and citizens
in repressive regimes to evade censorship and surveillance. In this way, the dark
web’s privacy protections can be life-saving for whistleblowers and dissidents
seeking to communicate without fear of exposure. On the other hand, extremists

and criminals exploit those same protections to carry out harmful activities.

The private, unmonitored spaces that the dark web provides have become
favoured recruiting grounds for both terrorist organizations and violent extremist
groups. According to law enforcement estimates, these groups remain highly
active not only in planning violence but also in using dark web forums to recruit
new members. Similarly, the privacy that these platforms offer is a key reason
why they have become thriving cybercriminal marketplaces, where drugs,
weapons, and stolen data are traded with impunity. This juxtaposition underscores
that the technology itself is fundamentally neutral; it can be harnessed for both

constructive and malicious purposes. * The challenge for society lies in the fact

* Lev Topor, “Dark and Deep Webs—Liberty or Abuse,” International Journal of Cyber Warfare and
Terrorism 9, no. 2 (2019): 1-14.
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that any effort to weaken the dark web’s privacy protections risks undermining

the very users, such as dissidents and journalists who depend on them the most.

3. Evolution of Extremist Use of Digital Platforms

For the past two decades, terrorist organisations have employed
increasingly sophisticated digital strategies that have evolved in parallel with
internet technologies. In recent years, extremist groups have exploited not only
the relatively open nature of the surface web but also the dark web, which has re-
emerged as a crucial tool for planning operations, disseminating propaganda, and
recruiting new members and allies. For example, during the early 2000s, Al-
Qaeda maintained websites as part of its online presence. These platforms were
far less advanced than those used today, yet they served as important enablers for

the group and others like it.*

In the aftermath of the September 11 attacks and the sweeping regulatory
crackdowns that followed, terrorist actors began migrating to encrypted
messaging platforms and increasingly opaque digital environments. The
emergence of the dark web, along with the development of secure communication
applications like Telegram, Signal, and Wickr, has allowed extremist networks to
communicate without fear of traditional intelligence-gathering techniques. In the
digital age, ISIS has elevated its online operations considerably. Its media wing
produces high-quality videos, e-magazines (e.g., Dabig and Rumiyah), and a
continuous stream of regionally tailored visual and textual propaganda. These

materials are disseminated not only across the surface web but also through the

* Gabriel Weimann, Terrorism in Cyberspace: The Next Generation (Washington, DC: Woodrow
Wilson Center Press, 2016)

Pakistan Journal of Terrorism Research (PJTR) 7:1/2025 53



Encrypted Extremism: Recruitment, Financing and Cybersecurity . . .

dark web, where much of their content is embedded within highly inaccessible

digital spaces.’

Alongside jihadist networks, far-right extremist groups espousing white
supremacist, neo-Nazi, and accelerationist ideologies have undergone similar
digital transformations throughout the first two decades of 21* Century. This
evolution encompasses not only organizational structures and ideological content,
but also visual aesthetics, rhetorical strategies, symbols, and internet memes. In
the latter half of this transformation, the use of virtual events has become
particularly prominent, offering these groups exposure to wider audiences.
Whether real or staged, these appearances are often designed to captivate an

increasingly polarized public susceptible to fear and hate-based narratives.®

The intersection of extremist subcultures and digital counterculture is
increasingly blurring the lines between ideology and online socialization.
Gamification, meme warfare, and integration with popular music and gaming
platforms (such as Discord and Steam) have made content that was once
considered overtly harmful significantly more palatable and even entertaining.
Gamification involves applying game-like elements such as point systems,
leaderboards, or reward levels to non-game contents, designed by extremist

recruitment strategist to psychologically engage and indoctrinate users.

In Pakistan, militant groups have gradually adapted to digital
environments, as propaganda operations have shifted from surface web forums to
encrypted platforms. Terrorist organizations such as Tehreek-e-Taliban Pakistan

(TTP) and other sectarian outfits now use Telegram channels, dark web forums,

* Jytte Klausen, “Tweeting the Jihad: Social Media Networks of Western Foreign Fighters,” Studies in
Conflict & Terrorism 38, no. 1 (2015): 1-22.

% Maura Conway, “Meme Warfare: The Weaponisation of Internet Culture,” Studies in Conflict &
Terrorism 46, no. 2 (2023): 145-167.
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and peer-to-peer applications to disseminate ideological content, claim
responsibility for attacks, and coordinate logistics, making detection by domestic

intelligence agencies increasingly more difficult.

To summarise, the shift from visible activity on the surface web to
encrypted and decentralized digital ecosystems is a deliberate adaptation
undertaken by terrorist groups for multiple reasons: to evade surveillance, conceal
their operations, and exploit new methods of psychological manipulation and
recruitment. This evolution does not necessarily reflect a failure in
counterterrorism efforts; rather, it illustrates how extremist actors are leveraging

the digital landscape to their strategic advantage.

4. Radicalization in Encrypted Spaces

The dark web and encrypted digital platforms rewire the entire
radicalization process. Gone are the days when fiery sermons or charismatic,
radical personalities were the primary means of recruitment. Today, extremist
groups exploit the digital infrastructure of the dark web and the meticulously
curated spaces of encrypted forums to conduct clandestine conversations which
often culminate in the radicalization of individuals who were once law-abiding

citizens, all without a single face-to-face encounter.
This evolution centres on gamification, a strategy whereby extremist

recruiters create game-like structures to encourage participation and ideological

commitment. New recruits are awarded symbolic "points" or access privileges for

73
n
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completing tasks such as distributing propaganda, engaging in online debates, or

reporting dissenters.’

These mechanisms appeal strongly to youth accustomed to competitive
digital environments, offering a sense of progression and accomplishment like
that found in video games. Like all forms of digital social interaction, they have
the potential to draw users deeper into radical ecosystems and transform them
into committed, ideologically driven participants. A 2023 study of dark web
forums found that over 80 percent of the extremist recruitment channels analysed
employed some form of tiered ranking or task-based incentives to facilitate this

.8
transformation.

Another key tactic is the creation of digital echo chambers, where users
are consistently exposed to ideologically similar content. In these private forums
and chat groups, radical beliefs are normalised and even celebrated. These
algorithmically determined, largely unregulated spaces promote ideological
conformity while marginalising dissent. It is in these environments that some of

the most extreme rhetorics are generated and disseminated.’

"You see the corruption, yet they expect your obedience."

"We are the only ones who understand what you're going through."

Messages like these are commonly used to recruit vulnerable individuals,
particularly by exploiting the anger and sense of injustice felt by many young

people.

" Paul Gill, Emily Corner, and Maura Conway, “Gamified Radicalisation and Online
Extremism,” Journal of Deradicalisation 30 (2023): 45-66.

¥ Jacob Davey and Julia Ebner, The New Netwar: Countering Extremism on Encrypted Platforms
(London: Institute for Strategic Dialogue, 2023)

’ Maura Conway, “Meme Warfare: The Weaponisation of Internet Culture,” Studies in Conflict &
Terrorism 46, no. 2 (2023): 145-167.
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Pakistani authorities have reported that online radicalization is especially
effective among disenfranchised youth in urban centers. Encrypted platforms
have been used to disseminate radical content and facilitate online grooming in
high-profile cases, such as the attempted attack on the Chinese consulate in
Karachi. Yet, due to the layers of encryption and the anonymity these platforms

provide, detection and intervention remain extremely limited.

These tactics are not exclusive to any single group. Far-right
accelerationist movements, for instance, have established dedicated "meme
teams" whose role is to blend satire, nihilism, and hate into viral, shareable
content. These memes function as double agents, conveying recruitment

messages masked as humour.

Encrypted spaces allow extremists to operate with impunity. Within these
closed digital environments, potential recruits are groomed for radicalisation. The
combination of anonymity and curated interactive content makes persuasion
rather than coercion the preferred method of ideological conversion. Because
early-stage radicalisation occurs in private, largely undetectable ways, traditional
counterterrorism frameworks often fail to recognise the threat until it has fully
materialised. The absence of visible warning signs renders these digital spaces

particularly dangerous.

5. Recruitment, Radicalization and Propaganda Ecosystems

Terrorist organizations have not only advanced their extremist ideologies
and developed polished online propaganda to attract recruits, but they have also
adapted and thrived in the current digital age. Today, they operate highly

sophisticated campaigns on the dark web, securing financing for their activities
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and establishing resilient command-and-control structures comparable to those of

robust 21st-century enterprises.

By using forums and mirror sites hosted on Tor, extremist groups are able
to distribute propaganda, training materials, and manifestos in a manner that is
both robust and persistent. If one site is taken down, mirror links hosted on other

domains ensure the content remains accessible to those seeking it.

Some groups have further escalated their digital strategies by employing
smart contracts, a feature of the Ethereum blockchain, and automated
regeneration scripts that allow websites to reappear under new domains after
takedown attempts. Smart contracts are self-executing programs stored on
blockchain platforms like Ethereum, which automatically implement predefined
actions once specific conditions are met. These tools are increasingly used to
enhance operational resilience among extremist networks. Additionally, solutions
like the InterPlanctary File System (IPFS) (essentially a decentralised internet)
enable content to be hosted across a distributed network of user nodes, making it

exceedingly difficult to remove the material entirely. 10

Terrorist financing on the dark web has undergone significant changes
with the evolution of cryptocurrency technologies. While groups initially relied
on Bitcoin for transactions, they have increasingly shifted to so-called “privacy
coins” such as Monero and Zcash. These cryptocurrencies are specifically
designed to enhance user anonymity by obscuring sender and recipient identities
as well as transaction amounts through advanced cryptographic techniques.

Monero and Zcash employ methods like ring signatures and zero-knowledge

10 Europol, Internet Organised Crime Threat Assessment (IOCTA) (The Hague: Europol, 2023)
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proofs, which make it virtually impossible to determine the origin, destination, or

amount of a given transaction, offering far greater anonymity than Bitcoin.

Funds raised and sent for terrorist activities on the dark web are often
routed through tools known as “mixers” or “tumblers.” These services further
obscure the origin of cryptocurrency transactions by blending them with other
funds. This process breaks the traceability chain. Mixers split transactions among
multiple addresses, which makes it exceedingly difficult to determine the source

or final destination of the funds involved.

The rise of decentralized exchanges (DEXs) adds another layer of
anonymity. DEXs are blockchain-based platforms which allow users to convert
cryptocurrencies and transfer assets directly between peers (without any
intermediaries). These platforms do not require compliance with Know-Your-
Customer (KYC) regulations, allowing users to bypass traditional identification
protocols, which also avoids generating a transaction paper trail. Some dark web
forums have also experimented with autonomous blockchain-based wallets
governed by smart contracts. These systems facilitate collectively managed

disbursements without the need for centralized authority.

Terrorist organizations operating on the dark web prioritize digital
infrastructure that is ephemeral and resistant to infiltration. Websites, chat rooms,
and forums are often designed to auto-delete content after a specific time period
or activity threshold. This setup serves multiple operational purposes: first, such
platforms are difficult to locate without prior knowledge; second, access is
usually restricted to verified users, often requiring invitation codes or biometric
authentication; third, automated moderation helps purge potential informants or

untrusted users; and fourth, the privacy of violent or illegal discussions is
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protected through self-deleting mechanisms that ensure minimal residual

evidence.'!

This infrastructure is self-reinforcing in several critical ways. It fosters
environments where radical ideologies can thrive and be exchanged without
interruption. It enables participants to share and refine extremist narratives
without external oversight. Finally, it facilitates the transformation of individuals
into fully “off-grid” operatives who are increasingly disconnected from

traditional surveillance channels.

In tandem with this, terrorist organizations have developed intricate,
multi-phase  propaganda dissemination networks within encrypted and
anonymous online environments. These efforts, while still emerging and not yet
fully understood, reflect a growing operational sophistication. These networks
typically operate across three tiers: confined spaces for internal radical work;
semi-public forums where material can circulate with low detection risk; and
public-facing platforms where content is strategically released to attract new
audiences. The most common method employed is the “seed-and-spread” model,
in which propaganda is incubated in dark web spaces, then distributed to semi-
public messaging apps, and finally disseminated across public platforms for wider

reach.12 13 14

"' FBI, Domestic Terrorist Use of Dark Web Technologies (Washington, DC: Federal Bureau of
Investigation, 2023)

"> Danielle Keats Citron and Benjamin Wittes. “The Internet Will Break: Propaganda, Platform
Responsibility, and the Law,” Brookings Institution, 2023.

" MEMRIL. Jihadis and the Blockchain: NFTs and IPFS as Tools of Propaganda (Washington, DC:
Middle East Media Research Institute, 2023)

' UNICRI, Trends in Violent Extremist Propaganda: Multimedia, Multilingualism, and Memes (Turin:
United Nations Interregional Crime and Justice Research Institute, 2023)
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6. Strategic Countermeasures and Policy Recommendations

Building on the preceding analysis of terrorist use of encryption
technologies, recruitment ecosystems, and decentralized financial networks, this
section offers policy recommendations grounded in the operational realities
discussed earlier. Reducing the dark web's potential for terrorist exploitation
requires a multi-layered response encompassing technological innovation, legal
reform, governance enhancement, and social resilience. Within the broader
framework of "web counterterrorism," large-scale digital forensics must be
complemented by effective legal instruments, while proactive community
engagement remains an essential pillar of any sustainable strategy. The following

recommendations address these four interconnected dimensions.

In Pakistan, efforts to regulate encrypted communications and monitoring
digital extremism have been impeded by legal ambiguities and limited technical
infrastructure. Despite the introduction of legislative frameworks such as the
Prevention of Electronic Crimes Act (PECA 2016), their implementation has
remained uneven. It is imperative to strengthen international cooperation,
including collaboration with technology companies and regional cybersecurity

platforms, in order to enhance domestic capacity.

6.1. Technological Interventions

As encryption technologies become increasingly sophisticated, tools such
as Al-driven behavioural surveillance have gained importance. Rather than
attempting to decrypt content directly, law enforcement agencies can employ
methods of analysing metadata patterns, such as login frequency, message timing,
and behavioural anomalies, to identify potential threats. Given the limitations of

traditional decryption, law enforcement agencies can also prioritise investment in
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metadata analysis and blockchain forensics. These tools are better suited to
navigate the layered anonymity which is characteristic of terrorist digital

infrastructure.

6.2.  Policy Coordination and International Cooperation

The fragmented nature of international digital law is still a significant
obstacle in the way of effective counterterrorism measures. To address
jurisdictional delays and legal incompatibilities, there is a growing need to
streamline protocols for Mutual Legal Assistance Treaties (MLATSs) and establish
unified frameworks for handling digital evidence. MLATS are formal agreements
that facilitate intergovernmental cooperation in criminal investigations especially
those involving transnational cybercrime. This type of legal harmonisation is
necessary for intelligence-sharing associations such as the Five Eyes alliance and
EUROPOL. With their experience, these entities can lead efforts to develop

coherent, interoperable legal procedures for combating digital extremism. '

Additionally, platforms like the Global Internet Forum to Counter
Terrorism (GIFCT) must be strengthened in order to support reliable intelligence
exchange between public institutions and private tech companies. As a relatively
new initiative, the GIFCT’s effectiveness depends on improving transparency,

standardisation, and institutional trust.

To this end, Pakistan should align the enforcement of PECA 2016 with
Financial Action Task Force (FATF) recommendations, particularly concerning
the misuse of privacy-focused cryptocurrencies. Harmonising domestic cyber
legislation with global anti-terrorism financing standards will enable more

effective international collaboration and law enforcement interoperability.

'3 Europol, Operation Dark Atlas: Technical Report on Dark Web Forum Disruption (The Hague:

Europol, 2023)
I ———
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6.3.  Public-Private Partnerships

Given the critical infrastructural role that technology firms play, they must
significantly enhance their efforts to become genuine stakeholders in the fight
against digital extremism. Central to this responsibility is the need for greater

transparency.

Tech companies should adopt robust and clearly defined transparency
standards for content moderation, standards that are accessible and meaningful to
a wide range of stakeholders, including digital rights activists, human rights
organisations, academic researchers, and law enforcement officials. Existing
initiatives such as Facebook’s Stormbreaker and Google’s Project Shield offer

preliminary models that can be further developed and institutionalised.'®

In addition, technology firms should establish formal partnerships with
local governments and counter-extremism units to identify and mitigate the
coordinated dissemination of extremist content. Platforms frequently exploited in
recruitment strategies should be required to share anonymised, trend-level data
with national authorities, including the National Counter Terrorism Authority
(NACTA) and intelligence agencies, to support early detection and disruption of

digital radicalisation campaigns.

6.4. Community-Based Initiatives

While legal and technological efforts are essential, lasting resilience
against digital extremism must come from the community level. Teaching digital
literacy to at-risk youth, especially in urban centres of Pakistan, can significantly

reduce their vulnerability to online radicalisation.

' Meta. Transparency Report: Stormbreaker Moderation System, 2023 (Google Jigsaw. Project Shield

Overview, 2023)
I ——
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Counter-radicalisation efforts should focus on platforms where extremist
memes and gamified content circulate. Civil society, educators, and digital rights
groups must lead localised awareness campaigns to expose manipulative content
and promote civic counter-narratives. These efforts should be culturally relevant,

multilingual, and embedded in school and community programs.

7. Conclusion

The dark web has emerged as a central battleground in the digital
evolution of terrorism. As extremist organisations adapt to increasingly secure
and anonymous technologies, they have constructed a resilient ecosystem for
recruitment, propaganda dissemination, and logistical coordination, one that
eludes traditional surveillance and regulatory frameworks. This study has
demonstrated how terrorist groups have co-opted encrypted platforms,
decentralised networks, and blockchain technologies to advance their objectives

in an effective manner.

The shift from surface web forums to regenerative dark web platforms
points towards a broader trend of decentralisation and technical sophistication
among extremist actors. Recruitment processes have become more advanced,
gamified and personalised. Propaganda has reached the standard of professional
media, and financial transactions have shifted to untraceable cryptocurrencies. In
response, counterterrorism agencies should increasingly rely on Al-driven
behavioural surveillance, metadata analysis, and blockchain forensics tools,
mindful, of course, of the legal and ethical challenges that may subsequently

arise.
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A clear need for multidisciplinary and multilateral strategies emerges from
this research. There is no single overarching domain whether it is technology, law
enforcement, or community engagement that can address the issue in isolation.
Instead, a layered approach is required that effectively integrates advanced
forensic tools, harmonised international policies, accountability and transparency
in platforms, and culturally relevant counter/alternate narratives. The stakes are
high, not only in preventing violent attacks but in safeguarding the digital

community against the normalization of extremist ideologies.

Ultimately, confronting the exploitation of the dark web by terrorist actors
is not merely a matter of policing hidden spaces. It is a challenge that demands

adaptive governance, ethical innovation, and sustained societal vigilance.
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