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Abstract

This research explores the evolving threat posed by the Dark Web in
facilitating terrorist recruitment and propaganda dissemination, with a
specific focus on Pakistan’s internal security challenges. It examines how
extremist organizations such as Tehrik-i-Taliban Pakistan (TTP)/Fitna al
Khwarij (FaK) and Al-Qaeda in the Indian Subcontinent (AQIS) have
adapted to digital environments, using anonymized networks, encrypted
messaging platforms, and decentralized communication tools to radicalize
and recruit individuals particularly disillusioned youth in urban and
conflict-affected regions. The paper analyzes key digital propaganda
instruments such as Mujahid Times and encrypted video channels,
illustrating how extremist narratives are tailored to exploit religious,
political, and socio-economic grievances in the Pakistani context.
Drawing on official government reports, the paper evaluates Pakistan’s
institutional, legal and policy responses. The study also identifies critical
gaps in technical capacity, inter-agency coordination, and jurisdictional
enforcement particularly regarding activities conducted via the Dark Web
and overseas servers. The increasing use of cryptocurrencies, peer-to-
peer encrypted platforms, and lone-wolf radicalization tactics
underscores the need for more agile and integrated counterterrorism
strategies. The paper concludes that Pakistan must develop a forward-
looking, multi-dimensional approach to counter the digital evolution of
terrorism and underscores the urgent need for comprehensive policy and
technological reforms to address the emerging digital front of extremist
violence.
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1. Introduction

The evolution of cyberspace has dramatically transformed the landscape
of global security, providing new opportunities for criminal and terrorist networks
to operate beyond traditional physical boundaries. Among the digital terrains
exploited by such actors, Dark Web stands out as a particularly potent platform
for clandestine operations, including recruitment and propaganda dissemination.
The Dark Web (a hidden segment of the Internet), accessible only through
specialized anonymizing tools like Tor (the Onion Router) and 12P (the Invisible
Internet Project), offers terrorist organizations a veil of secrecy to expand their
outreach, radicalize individuals, and coordinate illicit activities away from the

. .1
surveillance of law enforcement agencies.

In Pakistan, the issue of terrorism has long plagued national stability, with
groups such as Tehrik-i-Taliban Pakistan (TTP)/ Fitna al Khawarij (FaK) and Al-
Qaeda adapting swiftly to technological innovations to sustain their campaigns.
Over the past decade, these groups have increasingly turned to the Dark Web and
encrypted platforms to recruit militants, spread extremist ideologies, and
coordinate attacks.” As law enforcement agencies improve their capabilities in
monitoring open-source digital communications, terrorist organizations have
shifted deeper into the Dark Web to avoid detection, thereby posing an even

greater challenge to Pakistan's national security apparatus.

The Dark Web’s architecture allows anonymity, encryption, and
decentralized communication, making it an attractive tool for organizations like

TTP and Al-Qaeda that aim to operate clandestinely while reaching global and

! Gabriel Weimann, “Going Dark: Terrorism on the Dark Web,” Studies in Conflict & Terrorism 39,
no. 3 (2016): 195-206.

* National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan: Threat
Assessment and Policy Response (Islamabad: NACTA Pakistan, 2020).
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local audiences.” TTP/FaK, for instance, has leveraged digital tools to circulate
their online magazine Mujahid Times, providing ideological narratives,
operational guidance, and recruitment propaganda targeted at vulnerable youth in
Pakistan's tribal and urban areas.* Similarly, Al-Qaeda has increasingly utilized
encrypted messaging apps such as Telegram and Threema to engage in direct

recruitment campaigns and spread radical content tailored to Pakistani audiences.’

Several official sources have also highlighted the growing use of the Dark
Web by terrorist groups operating in Pakistan. According to a 2020 report by the
National Counter Terrorism Authority (NACTA), extremist organizations have
been utilizing encrypted online forums and Dark Web marketplaces to not only
propagate their ideologies but also to procure weapons and finances.’
Furthermore, Pakistan’s Federal Investigation Agency (FIA) Cyber Crime Wing
has reported an uptick in cases involving digital radicalization attempts facilitated
through hidden online channels, reflecting a dangerous new trend in terrorism that

is both harder to trace and combat.”

This shift towards Dark Web and encrypted platforms demands an urgent
reevaluation of  Pakistan’s  counterterrorism  strategies.  Traditional
counterinsurgency measures, focused primarily on kinetic operations and physical
surveillance, are insufficient against a threat that operates under layers of
anonymized networks and encrypted communication. Understanding the

dynamics of terrorist recruitment and propaganda on the Dark Web is, therefore,

* Audun Josang and Steve Pope, "User Centric Identity Management,” in Security and Privacy in
Communications Networks (SecureComm 2005, Lecture Notes of the Institute for Computer Sciences,
Social Informatics and Telecommunications Engineering, 2006), 616—627.

* Muhammad Ahmad, "Terrorism in the Age of Digital Networks: A Study of Pakistan’s Tehrik-i-
Taliban and Their Online Propaganda," Journal of Political Studies 28, no. 2 (2021): 55-72.

* Don Rassler, Remotely Influencing the Battlefield: Al-Qaeda’s Use of the Internet to Disseminate
Strategic Communications (West Point, NY: Combating Terrorism Center at West Point, 2016).

% National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

7 Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 (Islamabad: FIA
Pakistan, 2021).
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crucial for crafting more effective countermeasures that encompass both

technological innovation and legal reforms.

Despite some efforts by Pakistani authorities, significant gaps remain in
terms of expertise, infrastructure, and legal frameworks to adequately address
Dark Web facilitation of terrorism. This research seeks to fill part of this
knowledge gap by systematically analyzing how terrorist groups, particularly
TTP and Al-Qaeda, exploit the Dark Web for recruitment and propaganda
dissemination. It aims to explore the mechanisms employed, the nature of content
distributed, and the countermeasures necessary to disrupt these online operations

effectively.
2. Literature Review

The intersection of terrorism and digital technologies has been a growing
focus of academic inquiry, particularly as extremist groups have shifted their
operations online. A significant body of research has explored ways in which
terrorist organizations exploit cyberspace for recruitment, radicalization,
propaganda, and operational planning.® However, the use of Dark Web for these
purposes, especially in the context of Pakistan, remains an under researched area.
Early studies primarily focused on terrorist groups' activities on the Surface Web
and mainstream social media platforms. Weimann’s work remains seminal in this
regard, identifying how organizations such as Al-Qaeda initially relied on
publicly accessible websites and forums to disseminate propaganda and recruit
members.” As law enforcement improved monitoring capabilities, terrorists were

pushed into less visible and more secure online spaces, including the Deep and

¥ Maura Conway, “Terrorist Use of the Internet and the Challenges of Governing Cyberspace,” Studies
in Conflict & Terrorism 32, no. 6 (2009): 519-539.

’ Gabriel Weimann, Terror on the Internet: The New Arena, the New Challenges (Washington, D.C.:
United States Institute of Peace Press, 2006)
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Dark Web.'"" Weimann later expanded on this transition, highlighting the
increasing reliance on encrypted communications and hidden networks by groups

like Al-Qaeda."!

Dark Web offers terrorists the anonymity, encryption, and decentralization
necessary to avoid detection by law enforcement organizations. According to
studies by Hutchings and Holt, terrorist groups utilize Dark Web forums,
marketplaces, and encrypted channels to share training manuals, propaganda
materials, and instructions for lone-wolf attacks.'” The hidden nature of these
platforms makes conventional counterterrorism surveillance methods ineffective,

necessitating new investigative techniques.

In the context of Pakistan, research indicates a growing trend of terrorist
groups adapting to the digital domain. A report by Pakistan’s National Counter
Terrorism Authority (NACTA) notes that organizations like TTP have expanded
their outreach through encrypted messaging apps and anonymous platforms to
radicalize youth and coordinate operations."> Specifically, NACTA’s 2020 report
highlights the emergence of Mujahid Times, an online magazine published by
TTP, which disseminates ideological narratives and operational strategies aimed
at recruiting Pakistani youth, particularly from marginalized, disenfranchised and
vulnerable communities."* Mujahid Times mirrors earlier efforts by groups like
Al-Qaeda, who utilized Inspire magazine to reach global audiences, but it tailors

its content to resonate with the sociopolitical realities of Pakistan. "

1 Gabriel Weimann, Terror on the Internet.

" Gabriel Weimann, “Going Dark: Terrorism on the Dark Web.”

"> Alice Hutchings and Thomas J. Holt, "The Online Ecosystem of Terrorist Financing: A Comparative
Analysis of Dark Web and Surface Web Forums," Terrorism and Political Violence 32, no. 4 (2020):
800-820.

"* National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

' National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

'* Don Rassler, Remotely Influencing the Battlefield.
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Similarly, Al-Qaeda’s South Asian branch (AQIS) has effectively used
encrypted applications such as Telegram and WhatsApp to spread their
propaganda and directly recruit individuals within Pakistan.'® Rassler’s research
into Al-Qaeda’s digital strategies shows that these platforms enable one-on-one
engagement, fostering a sense of personal connection that accelerates
radicalization.'” Pakistan’s Federal Investigation Agency (FIA) has corroborated
these findings, reporting a surge in cases involving online radicalization and
recruitment through encrypted channels.'® The FIA’s 2021 Cyber Crime Wing
Annual Report emphasizes that the anonymity afforded by the Dark Web and
encrypted apps has made it increasingly difficult to trace extremist activities

before attacks are executed."”

Another dimension explored in recent literature is the cyber security
maintained by terrorist groups on the Dark Web. Bouchard and Dekeseredy argue
that terrorist organizations have adopted cybercrime techniques such as use of
cryptocurrency for anonymous transactions and creation of hidden forums
requiring multiple layers of authentication.”” Such techniques have also been
noted in Pakistan, where the FIA reported the use of Bitcoin and other
cryptocurrencies in terror financing cases linked to online radicalization cells

operating through the Dark Web.'

While considerable work has been done internationally, Pakistani
scholarship on this pertinent issue is still emerging. Ahmad’s 2021 study offers

valuable insights into how TTP and similar groups leverage social media and

' Don Rassler, Remotely Influencing the Battlefield.

'" Don Rassler, Remotely Influencing the Battlefield.

' Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021.

' Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021

* Martin Bouchard and Walter S. Dekeseredy, Technology and Terrorism: How the Internet
Facilitates Radicalization (New York: Routledge, 2017).

?! Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 .
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encrypted platforms for strategic communication, yet it acknowledges the lack of
comprehensive studies on the Dark Web’s role in this ecosystem.** Similarly,
Rana’s research on Pakistan’s evolving threat landscape stresses the need for
specialized cyber counterterrorism units capable of penetrating the Dark Web to

preempt terrorist operations.*

In analyzing the methods employed by TTP and Al-Qaeda, it is clear that
propaganda dissemination and recruitment strategies are sophisticated,
multidimensional, and deeply embedded within digital subcultures. A 2022
UNODC report on cybercrime and terrorism emphasizes that terrorist groups
often camouflage radical content under the guise of religious discussion forums
or educational material which complicates detection efforts.** This is particularly
relevant in Pakistan, where ideological narratives often intertwine with political
grievances, making the boundary between extremist propaganda and legitimate

discourse increasingly difficult to delineate.

Moreover, psychological studies indicate that content disseminated
through the Dark Web has a stronger radicalizing effect than that distributed
through mainstream platforms. According to Conway, the closed nature of Dark
Web communities fosters echo chambers, intensifying users’ extremist beliefs,
thereby expediting the path to radicalization and extremism.”® In Pakistan, this is
especially dangerous given the already volatile socio-political environment and

the presence of disenfranchised youth susceptible to fundamentalist narratives.

> Muhammad Ahmad, "Terrorism in the Age of Digital Networks: A Study of Pakistan’s Tehrik-i-
Taliban and Their Online Propaganda," Journal of Political Studies 28, no. 2 (2021): 55-72.

» Muhammad Amir Rana, "Pakistan’s Evolving Militant Landscape," Pakistan Institute for Peace
Studies (PIPS), 2021.

** United Nations Office on Drugs and Crime (UNODC), The Use of the Internet for Terrorist
Purposes (New York: United Nations, 2022).

» Conway, Terrorist Use of the Internet, 525.
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3. Understanding the Dark Web

The Dark Web constitutes a concealed segment of the internet, accessible
only through specialized encryption software such as Tor or 12P.%° Unlike the
Surface Web, which can be indexed by search engines, or even the Deep Web,
which includes non-indexed but legal content like private databases, the Dark
Web intentionally obscures both the users' identities and the websites' locations.”’
It is within this anonymized environment that illicit activities, including terrorist

recruitment and propaganda dissemination, thrive.

The architecture of the Dark Web is designed to guarantee confidentiality,
using multilayered encryption that routes internet traffic through numerous relays,
thereby concealing the origin and destination of communications.”® As Hutchings
notes, the inherent security of the Dark Web enables terrorist organizations to
operate hidden forums, encrypted messaging services, and marketplaces for
weapons and forged documents.”” For Pakistan-based groups like TTP and Al-
Qaeda’s regional affiliates, this environment provides critical infrastructure to

continue activities while evading law enforcement scrutiny.

Studies on terrorist adaptation to digital spaces highlight that groups have
moved progressively from open platforms like Facebook and Twitter to the
encrypted depths of the Dark Web.*® In Pakistan’s context, NACTA report

underlines the challenge posed by extremist cells operating in cyberspace,

* Boghan Casey, Handbook of Digital Forensics and Investigation (London: Academic Press, 2010),
467.

?7 Eoghan Casey, Handbook of Digital Forensics and Investigation, 469.

* Jamie Bartlett, The Dark Net: Inside the Digital Underworld (New York: Melville House, 2015), 13—
15.

¥ Alice Hutchings, "Crime from the Keyboard: Organised Cybercrime, Criminal Innovation, and
Global Responses," in The Oxford Handbook of Organized Crime, ed. Letizia Paoli (Oxford: Oxford
University Press, 2014), 316-318.

** Gabriel Weimann, "Virtual Terrorism: How Terrorists Use the Internet," Studies in Conflict &
Terrorism 28, no. 1 (2005): 21-34.
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particularly where encryption thwarts routine cyber patrol and intelligence
gathering.’' An illustrative example is TTP’s digital wing, which has reportedly
used encrypted communication platforms hosted on the Dark Web to coordinate
operations and spread ideological content through platforms like Mujahid

. 32
Times.

Moreover, the Dark Web is not a monolithic entity but rather a complex
network of interconnected marketplaces, forums, and private communication
channels. Terrorist organizations typically use invitation-only forums, employing
rigorous vetting processes to admit new members.”> Forums often require
multiple layers of authentication, sometimes including referrals from trusted
members and the completion of ideological or technical proficiency tests.** Such
stringent measures make infiltration by intelligence agencies exceedingly

difficult.

In Pakistan, evidence of such clandestine online spaces has surfaced
through investigations by the FIA Cyber Crime Wing. FIA’s 2021 report
documented cases where recruitment cells linked to TTP, operated private forums
on the dark web that disseminate extremist literature and instructions for cyber
attacks against state institutions.*® These findings correlate with international
studies indicating that encrypted channels and hidden forums are now central

nodes in terrorist network structures.>®

*! National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

*2 National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

* Martin Bouchard and Walter S. Dekeseredy, Technology and Terrorism: How the Internet
Facilitates Radicalization (New York: Routledge, 2017), 102.

* Martin Bouchard and Walter S. Dekeseredy, Technology and Terrorism, 103.

% Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 .

* United Nations Office on Drugs and Crime (UNODC), The Use of the Internet for Terrorist
Purposes (New York: United Nations, 2022).
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One notable feature of terrorist operations on the Dark Web is the
proliferation of propaganda content that blurs ideological narratives with practical
instructions for carrying out acts of violence. Literature disseminated by groups
like TTP and Al-Qaeda frequently combines religious justifications with tactical
guide books, such as manuals for manufacturing improvised explosive devices
(IEDs) or conducting cyber attacks against the State.’” A significant portion of
this material is tailored specifically to South Asian audiences, reflecting linguistic
and cultural considerations. As Conway explains, localizing content enhances the
effectiveness of radicalization efforts by aligning extremist narratives with
domestic grievances.”® In Pakistan, grievances related to political instability,
perceived foreign intervention, and economic marginalization are often exploited

within these Dark Web forums to recruit and radicalize new operatives.

Another important aspect is the terrorist financing on the Dark Web.
Cryptocurrency has emerged as a preferred medium for transactions due to its
pseudonymous nature.” In Pakistan, the FIA has uncovered multiple cases where
Bitcoin was used to finance extremist activities linked to Dark Web.*" This
financial anonymity further insulates terrorist cells from traditional surveillance

methods, posing new challenges for law enforcement agencies.

Technological advances have also facilitated more secure communications
on the Dark Web. Modern terrorist groups use a combination of end-to-end
encrypted messaging services like Telegram, Signal, and Threema alongside Dark

Web platforms to maintain operational security.*' The TTP’s online media wing,

37 Bruce Hoffman, Inside Terrorism, 2nd ed. (New York: Columbia University Press, 2006), 260.

* Maura Conway, "Determining the Role of the Internet in Violent Extremism and Terrorism: Six
Suggestions for Progressing Research," Studies in Conflict & Terrorism 40,no. 1 (2017): 77-98.

¥ Nikita Malik, Terror in the Dark: How Terrorists Use Encryption, the Darknet, and
Cryptocurrencies (London: The Henry Jackson Society, 2018), 11-14.

* Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021.

*! Don Rassler, Remotely Influencing the Battlefield.
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for instance, reportedly circulates updated links to propaganda content through
encrypted groups that automatically delete messages after a set period,
minimizing traceability.*> Such tactics underscore the increasing sophistication of

terrorist actors operating within Pakistan’s cyberspace.

Despite these challenges, some success has been achieved in countering
Dark Web activities. Global law enforcement operations such as Operation
Disruptor and Operation Dark HunTor have demonstrated that even Dark Web
marketplaces can be penetrated with coordinated international —efforts.*
Pakistan’s FIA, in collaboration with Interpol and other agencies, has initiated
efforts to track extremist cells operating through hidden online channels.
However, it must be pointed out here that these efforts are in early stages and face

.. e e . Ce 44
significant resource and jurisdictional limitations.

4. Terrorist Recruitment Strategies on the Dark Web

Terrorist organizations have increasingly adapted their recruitment
strategies to exploit the anonymity and security provided by the Dark Web.
Unlike traditional recruitment methods that often required physical proximity or
overt communication, the Dark Web enables terrorist groups to reach a global
audience while maintaining operational secrecy.*’ In Pakistan, groups such as
TTP and Al-Qaeda’s South Asian affiliates have strategically used these
concealed platforms to radicalize and recruit individuals, particularly tech-savvy

youth.46

*> Don Rassler, Remotely Influencing the Battlefield.

* Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 .

* Europol, Operation Dark HunTor Targets Vendors of Illicit Goods on the Dark Web (The Hague:
Europol, 2021).

* Bruce Hoffman, Inside Terrorism, 2nd ed. (New York: Columbia University Press, 2006), 259.

4 Gabriel Weimann, Terror on the Internet.
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One of the principal methods employed by terrorist groups on the Dark
Web is the dissemination of ideological narratives through encrypted forums and
propaganda channels.’ These narratives are designed to resonate with specific
grievances (political, religious, or socio-economic) prevalent in the target
populations. In Pakistan, recruitment material often emphasizes themes of foreign
occupation, state corruption, and religious duty, aligning closely with localized
sentiments in regions like Khyber Pakhtunkhwa and Balochistan.”® As
Hegghammer explains, the effectiveness of recruitment depends on how well the

ideological narrative fits into the personal grievances of the recruits.*’

The case of TTP’s Mujahid Times illustrates this point vividly. Distributed
via encrypted Dark Web forums and private Tor-based websites, Mujahid Times
publishes articles, interviews, and fatwas aimed at indoctrinating potential
recruits. The magazine, written in Urdu and Pashto, often glorifies "martyrdom
operations" and vilifies the Pakistani state, NATO forces, and liberal ideologies.50
The targeted linguistic and cultural adaptation of content demonstrates TTP’s
strategic use of Dark Web tools to amplify its ideological reach while maintaining

digital security.

A notable technique used by recruiters is the gradual escalation of contact
through multi-platform communication.”' Initial exposure often occurs through
passive consumption of propaganda, after which interested individuals are invited

to join more secure, private Dark Web forums.** These forums typically vet new

47 Eoghan Casey, Handbook of Digital Forensics and Investigation (London: Academic Press, 2010),
470.

* National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.

“Thomas Hegghammer, Jihad in Saudi Arabia: Violence and Pan-Islamism since 1979 (Cambridge:
Cambridge University Press, 2010), 34.

% Thomas Hegghammer, Jihad in Saudi Arabia.

3! Jytte Klausen, Tweeting the Jihad: Social Media Networks of Western Foreign Fighters in Syria and
Iraq (Studies in Conflict & Terrorism 38, no. 1, 2015): 1-22.

52 Weimann, Terror on the Internet, 68.
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members rigorously through ideological quizzes, loyalty tests, or small
operational tasks.”® Once trust is established, recruiters move conversations to
one-on-one encrypted messaging apps such as Threema, Wire, or Signal, ensuring
minimal exposure.® The FIA Cyber Crime Wing reports several cases where

such escalation pathways were used by cells operating within Pakistan.

An important feature of Dark Web recruitment is the use of anonymity to
encourage engagement. Recruiters often present themselves as anonymous
mentors or ideological guides rather than official representatives of terrorist
organizations.” This approach reduces the psychological barrier for recruits who
may initially be hesitant to join a proscribed organization openly. As Berger and
Morgan argue, decentralization and anonymity are crucial elements of modern
jihadist recruitment, fostering a "leaderless" radicalization environment.’® In
Pakistan’s cyber landscape, such decentralized recruitment has been detected in

various operations by TTP-affiliated cells.

Another recruitment strategy involves gamification and the use of
interactive media. Terrorist groups have developed quizzes, encrypted video
games, and interactive digital platforms to engage and radicalize younger
demographics.”” According to a report by the Brookings Institution, these tools
are especially effective at indoctrinating individuals who are familiar with digital
environments but lack traditional religious education.”® In Pakistan, where

internet penetration among youth is steadily increasing, particularly via cheap

33 Bruce Hoffman, Inside Terrorism, 261.

> Rassler, Remotely Influencing the Battlefield, 34.

% J. M. Berger and Jonathon Morgan, The ISIS Twitter Census: Defining and Describing the
Population of ISIS Supporters on Twitter (Washington, D.C.: Brookings Institution, 2015).

fﬁ J. M. Berger and Jonathon Morgan, The ISIS Twitter Census.

7 Nikita Malik, Terror in the Dark: How Terrorists Use Encryption, the Darknet, and
Cryptocurrencies (London: The Henry Jackson Society, 2018), 21.

*¥ Brookings Institution, The Role of Social Media in Radicalization Processes (Washington, D.C.:
Brookings, 2018).
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smartphones and mobile data, the use of such interactive recruitment methods

presents a significant challenge.”

Additionally, financial incentives also substantially aid recruitment, with
extremist groups offering payments and monetary support via the Dark Web. Al-
Qaeda’s affiliates have funded Pakistani recruits for cyber-attacks, using
anonymous cryptocurrencies like Bitcoin and Monero, which complicates
tracking.®® FIA’s 2021 Annual Report noted a rise in cyber-financing cases linked
to extremist recruitment in Pakistan, highlighting the operational overlap between

financial and ideological recruitment strategies.

Psychological manipulation also remains a central tactic in Dark Web
recruitment. Recruiters often exploit personal vulnerabilities such as social
isolation, identity crises, or experiences of discrimination.®’ They offer a sense of
belonging and purpose, framing terrorist participation as a noble and heroic
endeavor. In Pakistan’s urban centers like Karachi and Lahore, where
disillusionment among youth due to economic instability is widespread, such
narratives find a receptive audience. As Pantucci notes, modern jihadist recruiters
are increasingly skilled at tailoring their message to tap into the emotional needs

of potential recruits, rather than relying solely on religious dogma.®*

A growing concern in Pakistan is the targeting of students from
universities and technical institutes. Intelligence reports indicate that extremist

groups use Dark Web platforms to identify and radicalize students with IT skills

% pakistan Telecommunication Authority (PTA), Annual Report 2022 (Islamabad: PTA, 2022).

% United Nations Office on Drugs and Crime (UNODC), The Use of the Internet for Terrorist
Purposes (New York: United Nations, 2022).

81 Peter Neumann, Radicalized: New Jihadists and the Threat to the West (London: L.B. Tauris, 2016),
89.

%2 Raffaello Pantucci, We Love Death as You Love Life: Britain's Suburban Terrorists (London: Hurst
Publishers, 2015), 74.
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for cyber-jihad missions, including hacking government websites and spreading
extremist propaganda. This mirrors a global trend observed by researchers like
Michael Kenney, who emphasize the emergence of ‘digital jihadists’ who may
never set foot on a traditional battlefield but are instrumental in sustaining online

63
terror networks.

S. Propaganda Dissemination Techniques Through the Dark Web

The Dark Web offers terrorist organizations a unique and largely
unregulated platform to disseminate propaganda, evading government
surveillance and censorship.®® By leveraging the anonymity of Tor-based
websites, encrypted forums, and peer-to-peer networks, groups such as TTP and
Al-Qaeda have created resilient information ecosystems aimed at radicalizing
audiences, promoting their ideological narratives, and sustaining operational
momentum.* The strategic use of the Dark Web for propaganda dissemination
has become an integral component of modern terrorism, particularly in Pakistan’s

dynamic ever evolving security landscape.

One of the primary techniques used by terrorist groups is the creation of
clandestine online magazines and publications.66 TTP’s Mujahid Times serves as
a prominent example within the Pakistani context. Distributed through secure
Dark Web channels and encrypted mailing lists, Mujahid Times is designed to

inspire and instruct sympathizers by offering ideological treatises, operational

% Michael Kenney, From Pablo to Osama: Trafficking and Terrorist Networks, Government

Bureaucracies, and Competitive Adaptation (University Park, PA: Pennsylvania State University Press,
2007), 112.

 Gabriel Weimann, Terrorism in Cyberspace: The Next Generation (New York: Columbia University
Press, 2015), 43.

% Bruce Hoffman, Inside Terrorism, 2nd ed. (New York: Columbia University Press, 2006), 278.

% Nikita Malik, Terror in the Dark: How Terrorists Use Encryption, the Darknet, and
Cryptocurrencies (London: The Henry Jackson Society, 2018), 30.
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manuals, and martyrdom biographies.®” The magazine often includes content in
Urdu and Pashto, ensuring accessibility to Pakistan’s primary linguistic
demographics.®® Such targeted dissemination increases the psychological reach of
propaganda, tapping into ethno-linguistic and regional identities within Pakistan's

diverse population.

Encrypted video sharing is another method employed extensively on the
Dark Web.” Terrorist groups host videos showcasing "successful" attacks,
training camps, and lectures by radical clerics on secure Darknet platforms, which
are only accessible through invitation or layered authentication processes.”’ The
visual medium significantly enhances the emotional and motivational impact of
propaganda, especially among youth.71 In Pakistan, videos of suicide attacks in
conflict zones like North Waziristan and Swat have been circulated through these

channels, glorifying militants as ‘heroes of Islam’.

Moreover, Dark Web propaganda platforms often embed ideological

2 These include e-books, audiobooks,

materials within multimedia archives.
digital posters, and podcasts that promote extremist narratives.”> For example, Al-
Qaeda’s South Asia branch, Al-Qaeda in the Indian Subcontinent (AQIS), has
utilized encrypted peer-to-peer networks to distribute translated versions of
seminal jihadist works, including writings of Ayman al-Zawahiri, aimed

specifically at radicalizing Urdu-speaking audiences in Pakistan.”* As Weimann

%7 Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 .

% Federal Investigation Agency (FIA), Cyber Crime Wing Annual Report 2021 .

% Peter R. Neumann, Bluster: Donald Trump’s War on Terror (London: 1.B. Tauris, 2020), 112.

™ Weimann, Terrorism in Cyberspace, 47.

" Weimann, Terrorism in Cyberspace, 49.

2 Boghan Casey, Handbook of Digital Forensics and Investigation (London: Academic Press, 2010),
470.

" Eoghan Casey, Handbook of Digital Forensics and Investigation.

7 Malik, Terror in the Dark, 34.
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notes, the multimedia dimension of terrorism on the Dark Web creates a more

. . . . . 75
immersive and persuasive recruitment environment.

Another crucial dissemination technique is the use of mirror sites and
dummy sites.”® Terrorist organizations frequently establish multiple backup sites
and encrypted links to ensure uninterrupted access to propaganda even if law
enforcement agencies shut down primary nodes. In the Pakistani context, cyber
units of FIA have reported the difficulty in fully eradicating extremist Dark Web
nodes, as mirror sites often resurface within days. This technological agility
ensures that propaganda remains continuously available to potential recruits and

sympathizers.

Propaganda dissemination is also facilitated through encrypted messaging
services integrated with Dark Web platforms.”” Services like Telegram, Threema,
and Wickr are routinely used to circulate links to propaganda sites, password-
protected documents, and radicalization kits. TTP operatives, for instance, have
established encrypted Telegram channels with invitation-only access, where they
distribute Mujahid Times issues and recruitment videos, often accompanied by
instructions for offline encryption and secure communication practices. As per
FIA's Cyber Crime Wing's findings, much of the coordination for publicizing

major propaganda releases now occurs on such hybrid platforms.

Gamification and interactive engagement have recently emerged as
innovative techniques for propagandist dissemination. Certain terrorist factions
have developed quizzes, encrypted games, and online simulations that reward

users for correct answers about jihadist history or ideological doctrine. This

> Weimann, Terrorism in Cyberspace, 57.
® Bruce Hoffman, Inside Terrorism, 280.
77 Nikita Malik, Terror in the Dark, 38.
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method is particularly effective for engaging tech-savvy youth familiar with
online gaming culture.”® In Pakistan’s urban areas, where mobile internet
penetration is high among the 15-29 age group, such tools pose a growing
radicalization threat. According to the Brookings Institution, gamification not
only enhances retention of extremist messages but also fosters a competitive spirit
among recruits, encouraging deeper ideological commitment to the terrorist

cause.

The use of "open-source jihad" materials on the Dark Web is another
notable strategy.”” These materials provide step-by-step instructions for
conducting low-tech terror attacks such as vehicle ramming or lone-wolf
stabbings and cyber operations like hacking or DDoS attacks.®® AQIS has actively
promoted such guides among Pakistani internet users, emphasizing acts that
require minimal resources and training but yield high psychological impact. The
decentralization of operational knowledge makes terrorism more accessible to

isolated individuals who might otherwise lack direct organizational support.

PsyOps (psychological operations) are a further aspect of Dark Web
propaganda dissemination.®' Terrorist groups use disinformation campaigns,
doctored videos, and fake news articles to erode public trust in state institutions,
particularly the military and intelligence services.™ In Pakistan, TTP propaganda
often portrays the state as tyrannical and presents militants as defenders of Islam
against an oppressive secular regime. Such narratives are carefully crafted and

repeated across various Dark Web platforms, fostering a bogus parallel

8 Pakistan Telecommunication Authority (PTA), Annual Report 2022.
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information ecosystem that competes with mainstream information and

narratives.

6. Impact of Dark Web Terrorism on Pakistan’s Security Landscape

The emergence of Dark Web as a tool for terrorist operations has
significantly altered Pakistan’s security landscape.” It has enabled terrorist
groups to bypass conventional surveillance mechanisms, coordinate operations
securely, and launch sophisticated propaganda campaigns aimed at destabilizing
the state.* Particularly for Pakistan, which has confronted terrorist organizations
like TTP and Al-Qaeda in the Indian Subcontinent (AQIS), the Dark Web has
created new operational challenges for intelligence and law enforcement

agencies.

One immediate impact of Dark Web terrorism in Pakistan has been the
increase in decentralized and low-tech attacks inspired by online radicalization.
The accessibility of “open-source jihad” manuals through the Dark Web has
empowered individuals without formal organizational ties to conduct acts of
terror independently. For instance, the 2016 attempted attack on the Chinese
consulate in Karachi involved perpetrators who had reportedly consumed radical
content online and received operational guidance from encrypted Dark Web
forums.® According to FIA's Cyber Crime Wing, multiple lone-wolf attacks
between 2018 and 2022 exhibited tactical patterns similar to materials distributed
via Dark Web channels.

¥ Gabriel Weimann, Terrorism in Cyberspace: The Next Generation (New York: Columbia University
Press, 2015), 55.

8 Nikita Malik, Terror in the Dark: How Terrorists Use Encryption, the Darknet, and
Cryptocurrencies (London: Henry Jackson Society, 2018), 42.
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(Islamabad: IPRI, 2020).
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Moreover, Dark Web’s anonymity has enabled the revival of dormant
extremist cells within Pakistan. TTP factions fragmented after military operations
like Zarb-e-Azb (2014) found new means to regroup by communicating via
secure Dark Web platforms. NACTA’s 2021 report emphasized that the
resurgence of TTP activities in North and South Waziristan partially stemmed
from improved internal communication through encrypted Darknet messaging
services. Dark Web forums allowed splinter groups to re-establish leadership
hierarchies and plan coordinated attacks while remaining beyond the reach of

traditional intelligence gathering methods.

Another significant impact is the challenge posed to Pakistan’s digital
security apparatus. Despite the establishment of the National Response Centre for
Cyber Crime (NR3C) under FIA, monitoring and policing the Dark Web remains
difficult due to technical and jurisdictional limitations. FIA officials report that
many extremist websites and forums operate on servers outside Pakistan’s
territorial jurisdiction, complicating prosecution efforts. Additionally, terrorists
often employ advanced encryption, multi-layered authentication, and frequent
server migrations to evade detection.*® These tactics frustrate conventional cyber
forensics and necessitate more sophisticated technological investments, which

remain underfunded in Pakistan’s law enforcement system.

Digital financing of terrorism facilitated through the Dark Web has further
complicated the country’s security environment. Terrorist organizations have
increasingly utilized cryptocurrencies like Bitcoin to transfer funds anonymously.
NACTA’s policy paper in 2022 warned that Dark Web-based fundraising

mechanisms had contributed to the operational capacities of groups like TTP and

¥ Boghan Casey, Handbook of Digital Forensics and Investigation (London: Academic Press, 2010),

471.
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Lashkar-e-Thangvi®’. In particular, small-scale terror operations, including
targeted assassinations and IED attacks, have been linked to funds raised through
anonymous Dark Web donation campaigns. The State Bank of Pakistan’s
financial monitoring units have struggled to detect and trace such transactions due

to the opacity inherent in cryptocurrency networks.*®

Lastly, the psychological warfare component of Dark Web terrorism
cannot be understated. The proliferation of propaganda videos, martyrdom
testimonials, and false-flag operations disseminated through hidden Dark Web
sites has contributed to a climate of fear and insecurity, particularly in conflict-
prone regions like Khyber Pakhtunkhwa and Balochistan. As Bruce Hoffman®
explains, terrorism aims not merely at physical destruction but also at
psychological destabilization, and the Dark Web has amplified terrorists' ability
to manipulate public sentiment. Social media amplification of Dark Web-sourced
propaganda by sympathizers further magnifies this psychological impact in the

society at large.

7. Case Studies: TTP’s Mujahid Times and Al-Qaeda’s Digital

Campaigns in Pakistan

The use of the Dark Web and encrypted digital platforms by terrorist
organizations in Pakistan is best understood through detailed case studies of the
TTP’s Mujahid Times magazine and Al-Qaeda's sophisticated online campaigns
targeting Pakistani youth. These examples illustrate how terrorist groups leverage
hidden online networks to radicalize, recruit, and operationalize violence within

the country.

¥National Counter Terrorism Authority (NACTA), Countering Extremism in Pakistan.
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TTP’s launch of the online magazine Mujahid Times marks a strategic
shift in the group’s propaganda dissemination methodology.” First emerging
around 2020, Mujahid Times was disseminated primarily through encrypted
platforms and hidden websites accessible via the Dark Web. Unlike previous TTP
propaganda that was distributed via overt social media platforms and faced swift
removal by authorities, Mujahid Times utilized secure, anonymous networks to
ensure resilience against takedowns. The publication provided ideological
justification for violence, detailed tactical instructions for lone-wolf attacks, and
regularly featured interviews with TTP commanders praising the use of

cyberspace for jihad.

Mujahid Times specifically targeted disillusioned youth in urban centers
like Karachi, Lahore, and Islamabad.”’’ Articles in journal emphasized themes of
injustice, religious duty, anti-state sentiments and portrayed militancy and
violence as a noble attributes. According to a 2022 report by the Pakistan Institute
for Peace Studies (PIPS), over 40 percent of radicalized individuals involved in
TTP-linked attacks between 2019 and 2022 had been exposed to online extremist
materials, including Mujahid Times. Moreover, the magazine often provided
guidelines on bypassing digital surveillance, promoting the use of Virtual Private
Networks (VPNs) and encrypted messaging apps like Telegram and Threema.
This blending of ideology with practical cybersecurity advice empowered recruits

to evade detection during radicalization and operational planning.

The Pakistani authorities struggled to counter Mujahid Times' distribution
due to jurisdictional limitations on Dark Web sites and the difficulty of tracing

. . . . . . 92
users who accessed hidden services via anonymization networks like Tor.

% Pakistan Institute for Peace Studies (PIPS), Pakistan Security Report 2022 (Islamabad: PIPS, 2022).
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Pakistan Journal of Terrorism Research (PJTR) 7:1/2025 87



Dark Web: Terrorist Recruitment and Propaganda Dissemination ...

Although FIA's Cyber Crime Wing initiated monitoring programs targeting
extremist content online, their effectiveness was hampered by resource
constraints and the rapidly evolving digital tactics employed by TTP operatives.
Additionally, many servers hosting TTP content were located abroad, creating

obstacles in pursuing takedown requests through international coopem‘[ion.93

Taking cue from TTP, Al-Qaeda’s South Asian wing (AQIS) also
expanded its digital propaganda and recruitment campaigns directed against he
Pakistani State.”® Following the global model set by Al-Qaeda’s Inspire
magazine, AQIS launched online platforms specifically tailored for South Asian
audiences. These included Urdu-language magazines, encrypted chat groups, and

Dark Web sites offering ideological training and operational manuals.

One notable campaign was AQIS’s use of encrypted messaging
applications to radicalize Pakistani youth, particularly students and professionals
in IT and engineering fields.”> According to a 2021 NACTA report’®, AQIS
actively recruited through hidden chat rooms and private forums accessible via
the Dark Web, often beginning with ideological discussions before progressing to
operational planning. Recruits were encouraged to adopt ‘individual jihad’ tactics
small-scale attacks without organizational directives, thereby, minimizing the risk

of exposure of the broader terrorist network.

The targeting of educated youth reflected a strategic choice by AQIS

leadership.”” As noted by terrorism scholar Rohan Gunaratna, Al-Qaeda's

% Sara Nazir, The Dark Web and Terrorism: A Growing Menace in Pakistan’s Digital Landscape
(Brussels: Modern Diplomacy, 2024).
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emphasis on recruiting individuals with technical skills was part of its adaptation
to the post-9/11 security environment.”® In Pakistan, this tactic has paid
dividends: plots like the attempted sabotage at the Naval Dockyard in Karachi in
2014 involved naval officers radicalized through encrypted online interactions.”
The Human Rights Commission of Pakistan (HRCP) noted in its 2020 terrorism
report that digital radicalization of middle-class professionals has increased

significantly compared to earlier periods dominated by madrassa-based

recruitment.

Furthermore, AQIS utilized the Dark Web not only for recruitment but
also for strategic communications with operatives. Hidden forums and encrypted
email services allowed AQIS leadership based in Afghanistan to issue directives
to cells in Karachi, Lahore, and Quetta without risking interception. FIA cyber
crime officials in 2022 acknowledged that many planned attacks disrupted in
urban Pakistan originated from communications that traced back to Dark Web

platforms linked to AQIS operatives.'”’

The use of cryptocurrency for funding also featured prominently in these
campaigns. Al-Qaeda-affiliated groups set up donation portals on hidden sites,
soliciting Bitcoin and Monero contributions to finance operations in South Asia,
including Pakistan. Despite efforts by Pakistan’s Financial Monitoring Unit
(FMU) to track illicit crypto transactions, tracing peer-to-peer Dark Web
fundraising has proven extremely difficult.'”’ This financial opacity enabled
groups like AQIS to maintain operational continuity even amidst heightened state

surveillance post-Operation Zarb-e-Azb.
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In addition to direct recruitment, both TTP and AQIS used the Dark Web
to distribute ideological material designed to inspire sympathizers to act
independently. Lone-wolf attackers often drew operational blueprints from digital
magazines and forums hosted on hidden services. For example, the assailant
involved in the 2021 Quetta Serena Hotel bombing reportedly consumed online

radical material distributed through encrypted networks prior to the attack .
8. Countermeasures and Policy Responses by the Pakistani State

The rise of terrorist exploitation of the Dark Web and encrypted digital
platforms has forced the Pakistani state to recalibrate its counter-terrorism
strategies. Recognizing that traditional kinetic approaches alone could not
dismantle the evolving cyber-jihadist ecosystem, Pakistan has introduced a range
of legislative, operational, and institutional reforms aimed at curbing online

radicalization and terrorist recruitment.

One of the most significant developments was the establishment of the
National Counter Terrorism Authority (NACTA) in 2013.'"" Tasked with
formulating a cohesive national strategy, NACTA has since prioritized countering
extremist narratives in social and digital domains.'” The National Counter
Extremism Policy Guidelines (2018) explicitly recognized the internet, including
the Dark Web, as a primary medium for radicalization and recruitment, urging the
adoption of cyber-monitoring technologies and the formation of specialized
counter-extremism cells.'” Furthermore, NACTA's partnership with the Pakistan

Telecommunication Authority (PTA) sought to monitor and block extremist

192 «“Four killed, at least a dozen injured in blast at Quetta hotel blast,” Dawn, April 22, 2021.
' NACTA, Annual Report 2019 (Islamabad: NACTA, 2019).

"' NACTA, Annual Report 2019 (Islamabad: NACTA, 2019).

' NACTA, National Counter Extremism Policy Guidelines 2018 (Islamabad: NACTA, 2018).
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content, though the challenge of penetrating encrypted and anonymized platforms

persisted.

In terms of legal frameworks, Pakistan passed the Prevention of
Electronic Crimes Act (PECA) in 2016."% PECA criminalized a wide array of
cybercrimes, including cyberterrorism, hate speech, and dissemination of
extremist content.'”’ It empowered FIA to investigate and prosecute individuals
involved in online terrorism-related activities. Notably, PECA enabled the Cyber
Crime Wing (CCW) of FIA to develop digital forensic capabilities, allowing
tracing of some surface-level online communications related to terrorist plots.
However, Dark Web activities and end-to-end encrypted communications often
remained beyond the immediate reach of PECA’s enforcement mechanisms,

necessitating further technical investments.'*®

The FIA’s Cyber Crime Wing has taken proactive measures to detect and
neutralize cyber-terrorist activities. According to FIA's Annual Report 2021,
cyber surveillance operations identified and dismantled multiple online extremist
cells, some linked to TTP and AQIS recruitment networks operating through
encrypted applications. The Wing has employed Al tools for anomaly detection in
online traffic, focusing on forums and chatrooms known to harbor extremist
discourse. Nonetheless, according to a 2022 report by IPRI, the lack of adequate
technical manpower and inter-agency coordination continues to limit the

effectiveness of FIA’s cyber counterterrorism operations.

1% Government of Pakistan, Prevention of Electronic Crimes Act, 2016 (Islamabad: Ministry of Law

and Justice, 2016).
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Apart from investigative efforts, the Pakistani government has also
emphasized counter-narrative campaigns. The Paigham-e-Pakistan initiative,
launched in 2018, sought to delegitimize extremist ideologies through religious
edicts (fatwas) endorsed by leading Islamic scholars.'” The declaration, signed
by over 1,800 clerics, categorically condemned terrorism and suicide bombings,
and it has been disseminated through various online platforms. While initially
focused on traditional media, recent efforts have moved toward online spaces,
including YouTube channels and encrypted messaging apps where potential
recruits are active. Yet critics argue that the campaign has not sufficiently
penetrated the secretive spaces of the Dark Web where radicalization now

frequently occurs.'"*

To address the specific challenges posed by digital anonymity, Pakistan
has also enhanced technical collaboration with international partners.
Memorandums of Understanding (MoUs) with organizations such as INTERPOL
and tech companies have enabled limited data sharing regarding suspected
terrorist communications. However, state sovereignty concerns and data privacy
issues have often slowed down the process, particularly when dealing with

platforms headquartered outside Pakistan.'"!

Efforts have also been made at the financial front to disrupt the use of
cryptocurrencies for terrorist financing. The Financial Monitoring Unit (FMU) of
Pakistan, in collaboration with the State Bank of Pakistan (SBP), has issued
advisories to detect suspicious cryptocurrency transactions.''? Pakistan has also

amended its Anti-Money Laundering (AML) regulations to include
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cryptocurrencies under scrutiny, a move intended to align with the Financial
Action Task Force (FATF) guidelines.113 These measures aim to curtail funding
channels often used via Dark Web cryptocurrency transactions by groups like

TTP and AQIS."

Moreover, Pakistan’s intelligence agencies have strengthened cyber-
intelligence capabilities to preempt digital recruitment and propaganda
dissemination. This includes the monitoring of Tor network traffic and the
infiltration of online extremist forums. However, information about cyber
operations carried out by Intelligence Agencies remains classified, making

independent assessment difficult.

Educational and community outreach initiatives have also been employed
to counter online radicalization. The Ministry of Information Technology and
Telecommunication (MoITT) launched digital literacy programs emphasizing
cybersecurity awareness, especially among university students, a demographic
often targeted by AQIS."" Similarly, civil society organizations like Bytes for All
have promoted safe internet practices and counternarrative storytelling to build

. J . . . 116
societal resilience against extremist messaging.

Despite ongoing efforts, Pakistan’s counterterrorism response remains
hindered by the Dark Web’s decentralization, encryption, and proxy sources of
cryptocurrencies. Experts stress the need for greater investment in cyber units,
legal reforms, and public-private partnerships to effectively address the

challenges posed by terrorism in the digital terrorism.
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9. Challenges and Limitations in Pakistan’s Approach

Despite several notable initiatives, Pakistan’s countermeasures against
terrorist recruitment and propaganda dissemination through the Dark Web and

encrypted platforms remain riddled with significant challenges.

a. Technical and Resource Limitations

Pakistan faces significant technical limitations in countering terrorist
activities on the Dark Web. Unlike surface-level content, these encrypted
platforms evade traditional surveillance. The FIA’s Cyber Crime Wing lacks
advanced decryption tools and proactive monitoring capabilities, leaving many

threats undetected until after damage is done, as noted by IPRI.""”

Moreover, the cybersecurity infrastructure remains underfunded. In its
2021 report, NACTA emphasized the urgent need for increased budgetary
allocations to build an integrated cyber intelligence framework.'"® Yet,
cybersecurity spending remains less than 1% of Pakistan’s total security budget.
This resource constraint severely hampers recruitment and training of skilled

cyber analysts capable of conducting undercover operations in digital domains.

b. Legal and Jurisdictional Challenges

The legislative framework primarily the Prevention of Electronic Crimes
Act (PECA) 2016 provides foundational tools for cyber counterterrorism but has
notable gaps. While PECA criminalizes various forms of cyber terrorism, it was
primarily designed to regulate Surface Web activities rather than Dark Web

interactions. Furthermore, PECA’s enforcement provisions have often been

""Islamabad Policy Research Institute (IPR1), Radicalization in Pakistan: Trends and Responses.
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criticized for lacking clarity on handling encrypted communications and cross-

. 119
border cybercrimes.

Jurisdictional barriers also complicate enforcement. Many darknet servers
used by terrorist organizations like TTP and AQIS are hosted abroad, making
direct action difficult.'* Pakistan’s requests for information or takedowns often
face lengthy bureaucratic delays or are denied due to data privacy laws, limiting
Pakistan’s ability to dismantle online extremist infrastructures in a timely and

structured manner.

c. Operational and Coordination Deficiencies

Counterterrorism efforts involving cyber components require seamless
coordination among intelligence, law enforcement, and regulatory agencies.
However, bureaucratic fragmentation remains a persistent issue in Pakistan.'”'
FIA, NACTA, ISI, PTA, and provincial police forces often operate in silos,
leading to duplication of efforts or operational lapses. The 2019 National Internal

Security Policy (NISP) recognized the need for an integrated counterterrorism

database, but its implementation so far appears to be sluggish.

Moreover, there is a noticeable absence of specialized task forces
dedicated solely to countering online radicalization. While some FIA officials
have received cybercrime training, specialized units focusing specifically on
terrorist activities on the Dark Web remain largely absent. Comparative studies

show that countries like the UK have formed dedicated units such as the Counter
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Criminology 12, no. 1 (2020): 58-75.
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Terrorism Internet Referral Unit (CTIRU), a model Pakistan could potentially

adapt according to its local contexts.'*

d. Societal and Cultural Hurdles

Terrorist groups exploit underlying socio-political grievances to facilitate
online recruitment. The narratives disseminated by groups like TTP and Al-
Qaeda resonate in regions affected by poverty, political marginalization, and
weak state presence.'” According to a study by the PIPS, youth disillusionment,
particularly in tribal and semi-urban regions, creates a fertile ground for extremist

messaging.

Pakistan’s counter-narrative campaigns, such as Paigham-e-Pakistan,
have struggled to reach these vulnerable populations effectively. The campaigns
often rely on traditional religious authority figures who may not appeal to the
digitally savvy younger demographic targeted through online propaganda.
Furthermore, there is limited focus on critical digital literacy education in public
schools and universities, which could inoculate youth against online

radicalization.

e Evolving Terrorist Techniques

Finally, terrorist organizations are continuously adapting their online
strategies to evade detection. Darknet platforms now employ sophisticated
obfuscation tools like blockchain-based encrypted messaging apps and

decentralized hosting.'** Groups like Al-Qaeda have been reported using custom-
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(Cambridge: Cambridge University Press, 2018), 201.
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built encrypted apps to coordinate activities among Pakistani recruits, making

. . 125
interception even harder.

Additionally, the emergence of “online lone wolves” individuals
radicalized entirely through the internet without direct organizational ties further
complicates detection and prevention. Pakistan’s counterterrorism paradigm,
traditionally focused on dismantling physical cells, must evolve to detect these

solitary digital actors operating across anonymized networks.

10. Conclusion

The Dark Web has become a critical tool for terrorist organizations like
TTP and Al-Qaeda to conduct recruitment, spread propaganda, and coordinate
operations while evading traditional surveillance. In Pakistan, the rise of digital
radicalization particularly through encrypted platforms, online magazines like
Mujahid Times, and cryptocurrency transactions has expanded the reach and
impact of these groups. These organizations have effectively adapted to digital
environments by utilizing anonymized networks, decentralized communication
tools, and encrypted messaging services to target disillusioned youth, especially
in urban and conflict-affected regions. Despite initiatives such as PECA, FIA’s
cyber operations, and initiatives like Paigham-e-Pakistan, significant gaps remain
in technical capabilities, legal frameworks, and inter-agency coordination. The
lack of jurisdictional enforcement, particularly concerning activities conducted
via overseas servers and the use of peer-to-peer encrypted platforms, poses a
growing challenge. To effectively confront this evolving threat, Pakistan must
adopt a more comprehensive response. This includes strengthening cyber

intelligence, investing in digital forensic tools, updating laws to address Dark
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Web-specific activities, and building regional and international cooperation.
Equally important is promoting digital literacy and counter-narratives to prevent
online radicalization. Without a multi-pronged and future-focused approach, the
threat of cyber-enabled terrorism will continue to challenge Pakistan’s national

security and social cohesion.
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